Rhomanie Taylor
lotus@rhomaniertaylor.com |470-420-1767 | https://rhomaniertaylor.com

Certifications Skills
CompTIA CSAP « CompTIA CYSA+ « CompTIA Security+ SentinelOne * Malware Analysis « Digital Forensics « Jira *
Testout Ethical Hacker Pro « Testout Security Pro * Testout Log Analysis * Incident Response « HubSpot ¢ Virtualization
Network Pro « ISC2 Certified in Cybersecurity * PC Repairand System Administration « Bash « Network Security * System
Network Technician Security * Python « Phishing Analysis « Google Workspace
EXPERIENCE
BlackCloak Dec 2024 - Present

Senior Incident Responder

° Operate as an Incident Response leader managing multiple concurrent ongoing incidents ranging from SIM
Swaps, Network Vulnerabilities, Account Takeovers, Social Media Takedowns, and Device Compromise.

° Operate alongside Sales as a Subject Matter Expert providing insight into client story and the organization
goals, responsibility, and response.

° Lead strategy, planning, and operations with regards to security automation, efficiency, and response time.
This, to further a goal of automating 90% of tasks.

° Work with Engineering and Product to identify bugs and optimize primary security offerings and major
product features with sizeable impact to entire client base.

° Work cross-functionally and support teams across Client Success, Enterprise Relationship Management,
Product, Internal Security, and Sales.

° Act as a mentor, teacher, and go-to resource for all members of the Security Team.

BlackCloak Mar 2023 - Dec 2024
Triage Specialist

° Assess suspicious communications (email, SMS, phone calls, etc.) to determine risk levels, providing
actionable recommendations.

° Conduct in-depth malware analysis and investigations on endpoint machines in a 24/7 operated SOC
environment.

° Develop custom automation for the Security Operations Center (SOC), optimizing incident response and
threat detection while minimizing effective response time and manual manpower.

° Collaborate with colleague analysts to conduct penetration tests and vulnerability assessments on client
networks and report findings to IT teams for remediation.

° Use current security knowledge to advise clients of trending security incidents and necessary remediation.

° Audit security reports to provide comprehensive and accurate details from endpoint detection alerts.

° Execute comprehensive security hardening on client devices, accounts, and networks.

Home Network Jan 2022 — Present
Systems and Network Administrator

° Developed and implemented infrastructure for LAN/VLAN configuration of a Type 1 Hypervisor, NAS
Solution, Managed Switch, Firewall/NIDS, and configured bridged router.

° Configured publicly accessible Apache web server hosting CTF platform. Worked on and deployed, Docker
Images, MySQL Databases, Amazon EC2 Instances, and SMTP Configurations.

° Continually maintain best security practices and updates based on industry regulations and unmasked Zero
Day exploits.

° Maintained maximum uptime for daily accessed external nodes by utilizing load balancing techniques,
redundancy measures, and good backup practices.

Intellicomm Services Jun 2022 — Mar 2023
Network Technician

° Identify and define solutions for configuration of WAN, LAN, SDWAN, and all internetwork problems.

° Survey, install, and configure network devices including but not limited to Cisco Switches, Meraki Firewalls,
End User Devices, Server Storage, Access Points, IP Phones, and Security Appliances.

° Capture client feedback, site notes, and overall weekly data and document reports to field office weekly.

Cisco Systems Jun 2020 - Jul 2021
STEM Extern Program Site Leader

° Built a defining curriculum to engage and excite a cohort of 150 students in the world of STEM, Sales, and
leadership.

° Spearheaded efforts in leading two locations in separate time zones to cultivate a conflict-free schedule of
executives, leaders, and students.

° Developed a comprehensive presentation analyzing data of over 25 events, 30 students, and 50 survey
questions to outline a curriculum for future program success and higher student enroliment.



Accolades

CompTIA Partner Summit Panelist: Protecting the Future with the Future

Security Industry Association 25 on the RISE Awardee

Bsides Birmingham Speaker: Breaking the Entry Level Security Barrier

Tech Is The New Black Podcast Guest: “19 Year Old Cybersecurity Prodigy!”

Grayson Technical Education - Cybersecurity Program Board Member, Mentor, Cyberpatriot Coach
Gwinnett Technical College - Associates of Applied Science, Computer Information Systems Mentor



https://www.linkedin.com/posts/rhomanietaylorcyber_for-all-of-my-folks-heading-down-to-atlanta-activity-7219352346382774272-Mb_4
https://www.linkedin.com/posts/rhomanietaylorcyber_super-appreciative-and-excited-to-be-nominated-activity-7247607082680467456-PcQ4
https://www.linkedin.com/posts/rhomanietaylorcyber_im-so-happy-to-announce-all-of-the-opportunities-activity-7250564630861811712-ET6p
https://www.linkedin.com/posts/rhomanietaylorcyber_19-year-old-cybersecurity-prodigy-rhomanie-activity-7053853994447732736-0QXy
https://schools.gcpsk12.org/domain/8141
https://gwinnetttech.edu/cybersecurity/

